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Abstract

This paper examines the evolution of privacy concern scales, focusing on their application in
social media. Over time, these scales have developed from broad internet privacy to more
context-specific measurements like social media privacy. Key trends identified include the
multidimensional nature of privacy, increased emphasis on perceived control over personal
data, and the inclusion of social threats within privacy concerns. Despite their evolution, gaps
still exist, particularly in capturing the nuances of social media and emerging technologies.
The paper concludes with recommendations for developing more nuanced, context-specific,
and comprehensive privacy concern scales to better navigate the complexities of privacy in
the evolving digital world. This study contributes to understanding privacy in digital spaces
and aids the creation of more effective privacy concern scales in the future.
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Introduction

The advent and evolution of social media platforms have reshaped how we communicate,
socialise, and share personal information. While these platforms offer countless benefits, they
simultaneously expose users to privacy concerns, increasing anxieties about personal
information misuse, unauthorised data access, and potential identity theft. As such, assessing
privacy concerns in social media has become a salient issue for researchers, policymakers,
and platform designers alike.

Privacy concerns refer to individuals’ apprehensions about losing control over personal
information, causing them to be cautious about their online activities and interactions. Given
the diversity in user behaviours and attitudes towards privacy across various social media
platforms, accurately measuring and understanding these concerns becomes a complex task.
Several scales and frameworks have been formulated and implemented to tackle this
complexity in academic and industrial research. However, a comprehensive review of these
existing scales and frameworks, including their strengths, weaknesses, and applicability, is
currently lacking in the literature. As privacy concerns continue to evolve with technological
advancements and changes in social media usage patterns, it is crucial to reassess these tools
for their relevance and effectiveness in the present scenario.

This paper aims to provide an extensive examination of the scales and frameworks used to
measure privacy concerns in social media. This study will critically examine these tools by
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comparing their theoretical grounding, psychometric properties, and practical implications.
By identifying potential gaps and shortcomings, the study is expected to illuminate
improvement areas and suggest future research directions.

Theoretical Background on Privacy Concerns

Understanding the theoretical background of privacy concerns is fundamental to fully
comprehending the significance and nuances of the measurement scales and frameworks used
in the context of social media. Privacy concerns refer to individuals’ apprehensions about
losing control over personal information, and such concerns have become more prominent
with the advent of social media platforms where personal information is shared widely and
often.

The concept of privacy has been discussed and studied across various disciplines, including
psychology, sociology, information systems, and law, leading to a multitude of theoretical
perspectives. A fundamental distinction in these perspectives can be drawn between
normative theories, which often frame privacy as a rights-based concept, and descriptive
theories, which view privacy as a finite resource that may diminish until it is ultimately
forfeited (Tavani, 2007).

The most fundamental perspective regarding privacy as a right is attributed to Westin (1968),
whose definition posits privacy as the individuals' entitlement to govern the dissemination of
information about themselves to others. This notion of privacy as control over personal
information remains highly influential and forms the backbone of many privacy scales and
frameworks. It corresponds to the interpretation of privacy that emphasizes the avoidance of
intrusion and the ability to maintain personal boundaries, drawing upon an understanding of
privacy in relation to spatial contexts (Altman, 1975).

With the emergence of the internet and digital platforms, the spatial perspective of privacy
has undergone transformation. Specifically, there has been a shift in focus from a spatial
understanding of privacy to a greater emphasis on information privacy. Nevertheless,
similarities persist between these interpretations, particularly in terms of the significance
placed on regulating or controlling access to the self (Margulis, 2003). Information privacy is
often perceived as limiting access to personal information or as the autonomy that individuals
possess over information pertaining to themselves (Tavani, 2007).

While privacy as a concept has always been of importance, the advent of the internet and
subsequent digital platforms, especially social media, has brought privacy concerns to the
forefront of discourse. It has become imperative to articulate, measure, and address these
concerns in these new contexts. Accordingly, theoretical perspectives evolved, adapting to
the unique challenges posed by the digital age, thus forming the foundation of privacy
apprehensions in the realm of the internet. More recent approaches have re-examined the
concept of privacy highlighting the distinction between “privacy as hiding” (confidentiality),
“privacy as control” (informational self-determination), and “privacy as practice” (identity
construction) (Berendt, 2012; Giirses, 2010). Among these, the last two concepts encompass
the individual's effective ability to actively shape their identity by strategically disclosing or
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concealing data, as well as actively engaging in the management of existing data flows and
renegotiating social boundaries regarding collected data. This perspective on privacy as
practice is especially relevant in the context of social media, where users continually navigate
the boundary between sharing personal information for social interaction and preserving their
privacy. For example, Smith et al. (1996) introduced the four dimensions of privacy concerns
in the Internet context, which have been widely adopted in the social media context as well:
collection, unauthorised access, secondary use, and errors. 'Collection’ refers to concerns
about the amount of personal information collected and the belief that it is excessive.
'Unauthorized access' refers to concerns about improper or unauthorised access to personal
information. 'Secondary use' refers to concerns that information is used for purposes other
than those for which it was initially collected. 'Errors' refer to concerns about inaccuracies in
personal data and difficulties in correcting them.

Another significant theoretical perspective is offered by Petronio's (2002) communication
privacy management (CPM) theory. This theory posits that people perceive their personal
information as something they own and thus have the right to control. They set up privacy
boundaries that dictate the rules of sharing this information. Privacy turbulence occurs when
these rules are violated, for instance, when personal information shared on social media is
disseminated without consent. This perspective offers a comprehensive understanding of
privacy concerns, especially as it emphasises the dynamic nature of privacy management in
social media.

From an information systems perspective, privacy concerns are often studied through the lens
of the privacy calculus theory (Dinev&Hart, 2006). This theory suggests that individuals
make a trade-off between the potential advantages they can get by disclosing personal
information and the potential risks of such disclosure. In the context of social media, the
benefits might include social interaction and information sharing, while the risks are related
to privacy loss and misuse of personal information.

Understanding privacy from a cultural perspective is also important. Hofstede's (1980)
cultural dimensions theory suggests that people's behaviour, including their privacy concerns,
is significantly influenced by the culture they belong to. For example, individuals in
collectivist cultures might have different privacy concerns compared to those in individualist
cultures. Understanding these cultural nuances is crucial for developing and adapting privacy
concern scales and frameworks.

The legal perspective on privacy is also vital, with the fundamental principle that privacy is a
human right, as asserted by the Universal Declaration of Human Rights. This has prompted
the formulation and implementation of privacy laws and regulations in many countries.
However, the constant evolution of technology, including social media platforms, often
outpaces the development of privacy laws, leading to gaps that might heighten privacy
concerns.

www.communicationijcd.com International Journal of Communication Development m
(A UGC Enlisted-2017 & 18, Journal No.-49378, Peer Reviewed (refereed) Research Journal)



ISSN-2231-2498 Vol.- 13, Issue 3 & 4 January - June - 2023

Measuring privacy concern

Due to several key factors, understanding and assessing privacy concerns on social media
platforms has become a critical area of focus.

Firstly, Privacy concerns can act as a significant determinant for an individual's decisions
regarding joining, using, and interacting on a social media platform. They may influence the
extent of personal information disclosure, the level of engagement with various platform
features, and the adoption of privacy-protective measures. For instance, individuals with
heightened privacy concerns might choose to limit their activity on the platform or utilise
privacy settings more effectively to manage their information disclosure.

Secondly, assessing privacy concerns is a critical factor in exploring and untangling the so-
called privacy paradox. This paradox reflects the observed incongruity where users' expressed
privacy concerns do not align with their actual disclosure behaviours on social media. A
systematic measure of privacy concerns provides a more nuanced understanding of this
paradox, informing potential strategies to mitigate this divergence between user concerns and
behaviours.

Lastly, by offering insights into users' privacy attitudes and concerns, these measures can
guide the design and policies of social media platforms. Design approaches that prioritize the
user, guided by an understanding of privacy concerns, can facilitate the creation of features
and services that are more attuned to privacy considerations. Similarly, insights into privacy
concerns can inform the formulation of more effective and user-friendly privacy policies,
which are critical in establishing users' trust in the platform. Moreover, a comprehensive
understanding of privacy concerns can aid in creating targeted user education programs,
enhancing users' awareness and knowledge about privacy risks and protective measures.

In essence, the measurement of privacy concerns is more than just of academic interest.
However, it carries substantial implications for the broader digital ecosystem, including users,
social media platforms, policymakers, and society at large.

Approaches to measuring privacy concern

Survey methodologies for measuring privacy concerns typically employ one of three main
approaches, each capturing unique facets of this complex construct:

1. Direct Measurement Approach: The direct measurement approach is perhaps the most
straightforward means of measuring privacy concerns. This method involves directly
asking respondents to indicate their level of concern about privacy. While this
approach may not capture the full complexity of privacy concerns, it offers a quick
and straightforward method of gauging general privacy attitudes.

2. Scenario-Based Approach: This approach takes into account the context-specific
nature of privacy concerns by presenting respondents with specific scenarios
involving potential privacy invasions. For example, a scenario might describe a
situation where a social media platform shares user data with third-party advertisers.
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Participants are then requested to rate their degree of privacy concern in each given
scenario. This method aims to approximate real-world situations and can provide a
more practical and contextualised assessment of privacy concerns.

3. Latent Variable Approach - Indirect Measurement through Concerns about Practices:
In this approach, privacy concern is assumed to be a latent variable that is not
measured directly. Instead, respondents are asked about their level of concern
regarding certain practices that could potentially invade their privacy. For example,
they might be asked to rate their concern about social media platforms tracking their
online activities or sharing their data without their explicit consent. The responses to
these questions are then used to infer the underlying level of privacy concern.

4. Latent Variable Approach - Indirect Measurement through Privacy-Enhancing
Behaviours: This approach also treats privacy concern as a latent variable, but it
measures this indirectly through individuals' engagement in privacy-enhancing
behaviours. Respondents might be asked to rate how often they engage in behaviours
like changing their privacy settings, using anonymous browsing modes, or deleting
cookies. These behaviours are used as indicators of underlying privacy concerns,
offering an indirect yet practical measure of privacy attitudes.

A considerable number of studies investigating privacy concerns employ ad-hoc
questionnaires tailored explicitly to the context of their research. Although these tools offer
flexibility, they may lack consistency and comparability across different studies since their
reliability and validity often remain unverified. However, in the landscape of privacy
research, there are indeed validated scales designed to measure privacy concerns. However,
these rigorously validated scales are relatively scarce.Given the increasing significance of
privacy concerns within the realm of social media usage, the need for such robust measures
becomes increasingly urgent. Consequently, this review is designed to address this gap,
comprehensively examining existing validated scales for measuring privacy concerns in
social media settings.

Methodology

This review adopts a narrative literature review approach, focusing on examining and
comparing measurement scales and frameworks used to assess privacy concerns in social
media.

Search Strategy

The literature search aimed to identify articles that proposed or utilised unique scales or
frameworks for measuring privacy concerns in social media. The search was conducted on
two major academic databases for social sciences: Scopus and Web of Science. The search
was designed with a combination of keywords "privacy concern(s)"”, "social media",
"measurement”, "scale(s)", "framework(s)", "model(s)", and "tool(s)". The search was
restricted to articles written in English and published until June 2023.
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Inclusion and Exclusion Criteria

Criteria for inclusion encompassed articles that proposed a new scale or framework for
measuring privacy concerns in social media or those that employed a unique scale or
framework for such assessments. Exclusion criteria were non-English articles, studies not
focused on social media, articles without a precise scale or framework, and non-peer-
reviewed articles.

Study Selection and Data Extraction

Following the search process, a compilation of citations was created, and duplicates were
eliminated. Subsequently, the titles and abstracts underwent a comprehensive evaluation,
adhering to predetermined inclusion criteria. The full texts of potentially eligible studies were
meticulously assessed to determine their appropriateness for inclusion in the analysis.
Information pertaining to each identified scale or framework, such as authors, year of
publication, privacy concern definition, captured dimensions of privacy concern, and the
number of items, was extracted.

Quality Assessment and Data Synthesis

The quality of each scale or framework was evaluated based on reliability, validity,
comprehensiveness, and clarity of construction and scoring. Data were synthesised
narratively due to the anticipated heterogeneity of the scales and frameworks, and a
comparative table was constructed.

This methodology ensures a thorough review of the scales and frameworks for assessing
privacy concerns in social media, providing a valuable resource for researchers and
practitioners. Furthermore, this analysis identifies noteworthy gaps in the existing research
and presents potential opportunities for future investigations in this field.

A Critical Review of Validated Scales for Measuring Privacy Concerns in Social Media

Although various scales have been employed to measure these concerns, there are relatively
few validated and standardised instruments specific to the social media context. This section
presents a comprehensive review of validated scales explicitly designed to measure privacy
concerns in the realm of social media. Each scale is critically evaluated in terms of its
theoretical underpinnings, psychometric properties, and applicability in different social media
contexts. The goal is to guide future researchers and practitioners in selecting the most
suitable tool for their studies and interventions, thereby promoting consistency and rigour in
privacy-concern research.

Concern for Information Privacy (CFIP) Scale by Smith et al. (1996)

The Privacy Concern Scale, developed by Smith, Milberg, and Burke (1996), came about to
meet the demand for a systematic tool that could gauge individuals' concerns about
organisational privacy practices in a consumer context. Rooted in the notion of privacy as a
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multidimensional construct, the scale comprises 15 items measuring four dimensions of
privacy concerns: Collection, Unauthorized secondary use, Errors, and Improper access.
Respondents are required to evaluate each item on a 7-point Likert scale.

With high Cronbach's alpha values (.88 for Collection, .84 for Errors, .80 for Secondary Use,
and .75 for Improper Access), the scale's internal consistency was notable. The scale also had
a Root Mean Squared Residual of 0.065, indicating a good fit. Furthermore, the scale
exhibited satisfactory convergent and discriminant validity and nomological validity,
underscoring its overall reliability and applicability for privacy concern research.

Since its creation, it has found extensive application in privacy research, specifically in
consumer behaviour and e-commerce fields.

A key strength of this scale is its multidimensional character and robust psychometric
properties. However, as it predates the advent of social media, it might not wholly encompass
privacy concerns particular to social media. Even though it was not designed with social
media in mind, it has been adapted for such contexts in numerous studies. However,
alterations may be necessary to ensure its relevance for capturing privacy concerns related to
contemporary social media usage.

In summary, this scale is well-suited to studies that require a comprehensive understanding
about the privacy apprehensions. However, the scale requires modifications, followed by a
reassessment of its reliability and validity to ensure that it appropriately gauges privacy
concerns in the realm of online social networking sites.

Internet Users Information Privacy Concern Scale (IUIPC) by Malhotra et al. (2004)

Developed by Malhotra et al. (2004), the Internet Users' Information Privacy Concerns
(IUIPC) Scale has been instrumental in assessing individuals' apprehensions regarding
collection, unauthorised secondary use, and control over the personal data online. Guided by
the social contract theory of privacy, this scale contains 10 items distributed across three
dimensions - Collection, Secondary use, and Control, with responses solicited on a 7-point
Likert scale.

The IUIPC demonstrates excellent psychometric properties, as evidenced by the Composite
Reliability (CR) values ranging from 0.74 to 0.95 and Average Variance Extracted (AVE)
values ranging from 0.50 to 0.86, both surpassing the recommended thresholds. Convergent
and discriminant validity are established, and the scale effectively captures the overall
construct of privacy concerns among internet users. However, it is worth noting that the
treatment of privacy concern as a higher-order construct is subject to debate.

The TUIPC has been widely used to investigate privacy concerns related to online activities
such as e-commerce and social media use. It contributes significantly to understanding the
factors that influence privacy apprehensions and their subsequent effect on user behaviour. A
noteworthy advantage of the IUIPC is its multidimensional structure allowing the exploration
of different aspects of privacy concern.
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Conversely, the scale's age and primary focus on the online context might limit its
comprehensiveness and applicability. Although it has been used to study privacy concerns in
offline scenarios, it was principally designed for the online context.

Researchers should consider utilising the IUIPC to investigate privacy concerns online.
Nonetheless, its application to different research contexts requires careful deliberation, and
potential modifications may be warranted to ensure its relevance to the specific research
scenario.

Internet Privacy Concerns Scale by Dinev and Hart 2004

Building upon the foundation laid by Smith et al. (1996), Dinev and Hart (2004) modified the
existing scale to reflect the unique characteristics of the Internet, introducing a specific focus
on privacy concerns. They successfully eliminated unrelated aspects like organisational
policies and general computer anxiety, thereby producing a more concentrated measure of
privacy concerns.

Their model encompassed two distinct dimensions of privacy concern: Abuse and Finding,
consisting of four and ten items, respectively. Dinev and Hart's scale boasts impressive
psychometric properties, with Cronbach's alpha standing at 0.9 for Abuse and 0.94 for
Finding, indicating robust internal consistency. The scale also establishes sound convergent,
discriminant, and predictive validity, making it a reliable measure in privacy research.

This scale was explicitly tailored to scrutinise privacy concerns in an Internet context,
emphasising individuals' perceived control over their information and perceived vulnerability
during online activities. Consequently, this scale has found valuable application in areas such
as e-commerce, online banking, social media, and other digital platforms where privacy
concerns have relevance.

The instrument is well-suited for studies seeking to dissect and comprehend the attitudes and
concerns of individuals regarding their privacy while using the Internet. However, the
specific, context-driven design of this scale can also be perceived as a limitation, as it may
not capture the full breadth of privacy concerns. Moreover, the two-dimensional structure of
the scale may fall short in accounting for all facets of privacy concern, given the complex,
multi-dimensional nature of the construct. This suggests that although the scale offers a
targeted tool for examining social media privacy concerns, its scope and application may be
restricted in some respects.

Online Privacy Concern Scale by Buchanan et al. (2007)

Buchanan et al. (2007) initially sought to capture multiple dimensions of privacy concern in
their instrument development, consistent with the multifaceted nature of privacy outlined by
previous research. Unexpectedly, their analysis revealed a single interpretable attitudinal
factor, leading to a unidimensional representation of privacy concern in their study. This
construct, although limited in its multifactorial representation, nevertheless provides an
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improvement over prior brief measures by tapping into several aspects of privacy. These
aspects include accessibility, informational privacy, and expressive privacy.

Importantly, unlike several other scales, Buchanan et al.'s scale has been demonstrated to be
valid online environments. This strengthens the efficiency of the instrument but it should be
noted that it treats privacy concern as a single composite score rather than having individual
sub-constructs for the various theoretically delineated aspects of privacy. Essentially, the
scale's unidimensional nature may limit the depth of understanding it can provide into the
multi-layered privacy concerns experienced by users in various digital contexts, particularly
on online social networking platforms where privacy dynamics are overly intricate.

With regard to psychometric properties, Buchanan et al.'s scale displayed adequate reliability
and validity, making it a robust tool for the measurement of general privacy concerns.
However, researchers should exercise caution when utilising this scale in studies where a
more granular understanding of privacy concerns is required, given its unidimensional nature.

Internet Privacy Concerns Scale by Hong and Thong (2013)

The Internet Privacy Concerns (IPC) scale, developed by Hong and Thong in 2013, builds
upon established instruments, including those from Smith et al. (1996) and Malhotra et al.
(2004), to meet the growing need for a comprehensive tool measuring contemporary
perceptions of online information privacy. This scale consists of six key dimensions:
collection, secondary usage, errors, improper access, control, and awareness, with
respondents rating each item on a Likert scale.

The IPC scale is notable for its third-order factor structure, which consistently outperformed
corresponding lower-order factor models in their study, demonstrating strong internal
consistency and construct validity. It has been widely used in privacy research, particularly in
studies of online consumer behaviour and e-commerce, and has significantly contributed to
understanding privacy concerns.

One of the IPC scale's primary strengths is its multidimensional nature, enabling researchers
to capture a wide range of privacy concerns. However, its third-order factors can be
challenging to implement in some contexts. The scale is designed explicitlyto study privacy
concerns in online environments like e-commerce, social media, and other online platforms.
Therefore, while it is ideal for studies focusing on the flow and management of personal
information online, adaptation may be needed for other contexts.

In conclusion, the IPC scale is a valuable tool for comprehensive online privacy research,
particularly for studies examining the intricacies of personal information management online.
As with any scale, researchers are advised to confirm its reliability and validity within their
specific context.
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The Privacy Concerns in Online Social Networking (PCOSN) scale by Krasnova et al.
(2009)

The Privacy Concerns in Online Social Networking (PCOSN) scale developed by Krasnova
et al. (2009)was specifically designed to measure user privacy concerns in therealmof Online
Social Networks (OSNs). Developed through a multi-stage process that included focus group
discussions and questionnaire development, the scale uniquely captures the dual dimensions
of privacy concerns: Organizational Threats and Social Threats.

The “Concerns about Organizational Threats” dimension encapsulates user worries regarding
the gathering, storage, and utilisation of their information by OSN providers and third parties.
Interestingly, the researchers found that users do not usually differentiate between the entities
collecting and using their information or between the processes of data collection and
secondary use. On the other hand, the “Concerns about Social Threats” dimension relates to
apprehensions about risks within the OSN user environment. It encompasses various
concerns related to interactions with other users, such as cyberbullying, harassment, privacy
breaches, identity theft, exposure to inappropriate or harmful content, and the potential
impact on one's reputation or social relationships.

The psychometric properties of the scale indicate its robustness, with Composite Reliability
values surpassing the threshold of 0.6 and Average Variance Extracted (AVE) values
reaching or exceeding the threshold level of 0.5. Additionally, the scale demonstrates
discriminant validity, as evidenced by the square root of the AVE for each latent variable
being greater than the correlation between that variable and any other latent variables. These
findings affirm the reliability and validity of the scale for measuring the intended constructs.

The PCOSN scale has proven valuable in analysing the impactof privacy apprehensions on
user behaviour in OSNs. For instance, the study found that concerns about organisational
threats negatively influenced the amount of information users disclosed on OSNs, whereas
concerns regarding social threats impacted the honesty and deliberate control of information
disclosure.

Although this scale provides an essential tool for examining privacy concerns in OSNs, its
limitations should be considered. It is noteworthy that the dimensions of "Accessibility
Threats” and "ldentity Theft", despite being significant in focus group discussions, did not
emerge as separate factors in the scale. It suggests that the scale may not cover all possible
dimensions of privacy concerns in the realm of online social networking sites.

The PCOSN scale provides a valuable tool for research aimed at understanding privacy
concerns in the social networking context. Its focus on both organizational and social threats
allows for a comprehensive understanding of users' concerns, which can influence the
amount, honesty, and control of information individuals disclose on OSNs.
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Li and Wang (2022)

Li and Wang (2022) developed a new scale specifically for assessing privacy concerns in the
realm of social media, building on the foundational work of Malhotra et al. (2004). The scale
enriches understanding of privacy concerns in the social media sphere, featuring four
dimensions: collection, control, perception, and secondary usage.

The researchers devised the User Privacy Concern Measurement Scale using the Internet
User Information Privacy Concern Scale (IUIPC) from Malhotra et al. (2004) as a basis. The
original IUIPC scale covered three elements: collection, control, and awareness. Li and
Wang, however, introduced a "secondary use" dimension to better encapsulate privacy
concerns within the social media realm. Following an exploratory factor analysis of the
questionnaire items, they finalised four dimensions and twelve items for the scale. This scale
then underwent adjustment and validation through large sample testing.

The reliability and validity of the User Privacy Concern Measurement Scale are reported to
be strong. With Cronbach's a coefficients for all four dimensions exceeding 0.8, the scale
demonstrates good reliability. The scale's explanatory power is relatively robust at 77.746%,
indicating its efficacy in measuring privacy apprehensions with regard to online social
networking sites.

Despite its strengths, the scale also presents potential drawbacks. A primary concern is the
'perception’ dimension’'s overlap with the ‘control' dimension, which could lead to
redundancy. Moreover, the scale does not explicitly address direct privacy threats such as
unauthorised access or identity theft, significant concerns within the social media context.
Furthermore, it does not take into account social aspects of privacy concerns in online social
networking sites, such as invasions of privacy from other users or concerns related to user-
generated content. As such, while providing a nuanced perspective on privacy concerns in the
social media context, this scale may require additional measures or modifications to capture a
more comprehensive picture of privacy concerns in online social networks.

Discussion

Upon detailed review of the aforementioned privacy concern scales, it is clear that these tools
have evolved over time to capture the changing nature and context of privacy concerns,
particularly in the realm of social media. This evolution has been dictated by a host of factors,
ranging from technological advancements and increased online engagement to changing
societal norms and legal regulations regarding privacy. Each scale has a unique perspective
and theoretical underpinning, providing researchers with a broad spectrum of tools to
measure and investigate privacy concerns.

A common thread across these scales is their reliance on the multidimensional construct of
privacy. Starting from the seminal work of Smith et al. (1996), most scales have embraced
the notion that privacy concerns are not a unidimensional construct but rather composed of
several distinct yet related dimensions. These can include aspects like collection, control,
secondary use, and awareness, amongst others. This multidimensionality allows for a more
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granular and comprehensive understanding of privacy concerns, capturing the complexity and
diversity of user apprehensions in the digital space.

A significant shift in the development of these scales is the transition from a broad focus on
internet privacy concerns to more specific contexts like e-commerce or social media. The
scales of Malhotra et al. (2004), Dinev and Hart (2004), and Hong and Thong (2013)
expanded upon Smith et al.’s (1996) scale to reflect the unique characteristics of the Internet
and e-commerce. However, the focus of these scales remained broad. The scales developed
by Krasnova et al. (2009) and Li and Wang (2022) are designed specifically for social media,
indicating a trend toward context-specific privacy concern scales.

This trend towards specificity is a response to the increasing complexity of the digital
landscape. As users interact with various platforms, their privacy concerns can differ
significantly based on the platform's characteristics, the type of data involved, and the
potential uses of that data. Hence, scales tailored to specific contexts like social media are
becoming increasingly relevant.

Another notable trend is the inclusion of perceived control as a key dimension of privacy
concerns. Scales like those developed by Malhotra et al. (2004), Dinev and Hart (2004),
Hong and Thong (2013), and Li and Wang (2022) consider perceived control over personal
information as a significant factor influencing privacy concerns. This emphasis suggests a
growing recognition of the importance of user agency and autonomy in privacy discourse.

The inclusion of social threats, as seen in Krasnova et al.’s (2009) PCOSN scale, is a unique
and important development in understanding privacy concerns in social media. This
highlights the growing recognition of social privacy threats arising from other users in the
network, reflecting the interactive nature of social media platforms. This trend might pave the
way for more nuanced studies investigating the interplay between privacy concerns, social
interactions, and user behaviour on social media platforms.

Finally, using psychometric properties to validate these scales is a constant across all
instruments. Robust testing of reliability and validity has lent credibility to these scales and
facilitated their wide application across various studies. This practice is likely to persist as
new scales are developed and old ones refined.

While these trends showcase the evolution of privacy concern scales, they also highlight
existing gaps. Scales need to capture better the nuanced dynamics of social media, including
aspects like user-generated content, interactions with other users, and the unique features of
different social media platforms. Furthermore, scales should take into account new privacy
threats and issues arising from the ever-evolving technology landscape, including aspects like
Al, machine learning, and big data analytics. Future scales might also benefit from
incorporating the impact of cultural, societal, and individual factors on privacy concerns.

Overall, the landscape of privacy concern scales is dynamic, with each scale reflecting the
privacy discourse and concerns of its time. Future scales will likely continue this trend,
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evolving to capture the changing nature and context of privacy concerns, particularly in the
age of social media.

Conclusion

Privacy concern scales serve as essential tools for discerning individuals' perceptions,
interpretations, and responses to privacy threats in the digital landscape, specifically within
social media. As these scales have evolved over time, they have adapted to capture the
shifting context and nature of privacy concerns. Even with such advancements, gaps persist
in comprehending privacy concerns, especially within the social media environment. As the
digital landscape is in constant flux, it is imperative that the tools employed to study it adapt
accordingly. By adhering to the recommendations presented in this review, the development
of more nuanced, context-specific, and comprehensive privacy concern scales can be
facilitated. These scales, reflecting the multifaceted nature of privacy in the digital age, will
be instrumental in continually navigating the complexities of privacy in an unceasingly
evolving digital world.
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